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Is Your Org Protected

From Al Risks?

Determine Your Next Step with Confidence

Use this structured questionnaire to evaluate your organization's preparedness for managing artificial
intelligence risks in alignment with the NIST Al Risk Management Framework (Al RMF).

Important: This tool is for informational and planning purposes only. It does not assess compliance, determine readiness, or influence certification outcomes.

f Start Your Al Risk Assessment

Are youimplementing Al to
improve operational efficiency,
decision-making, or customer
experience?

—>YES Has leadership formally
prioritized the need for
trustworthy and responsible

— NO
l Al development?
. !

— UNSURE

!

_ Has the pacg of_AI adoption YES Are Alrick i
in your organization outpaced ] NO ~ Are Alrisks explicitly
updates to your governance YES « discussed during strategic

or planning meetings?

or oversight policies?

) l .
YES NO NO

 J

Does your organization operate
in aregulated industry

(e.g., healthcare, finance, defense,
or critical infrastructure) UNSURE reputational risk from Al

l J \L adoption?
v Ll
NO YES Do you lack a dedicated YES NO

\ 5 Alrisk or governance ) |

function within your team?
—NO —

Do you anticipate increased
regulatory, legal, or

Are third-party Al vendors
assessed for security, bias,
and accountability before

integration?
Are you using sensitive data YES Are Al systems being used to N% *L
(e.g., Pll, PHI, financial data) YES \ make decisions that materially YES
inany Al models or training - affect individuals (e.g., hiring, —
datasets? YES < lending, resource allocation)? l

UNSURE

L
\f—NO&

Do you have adocumented ‘l’

Do you maintain documentation NO
on data provenance, quality,
and labeling practices for

Al systems?

Is ongoing model monitoring

<— UNSURE in place to detect drift, bias, or

\f_ YES unexpected behavior?

escalation or incident response YES YES Have you conducted an —> UNSURE NO
process specific to Al failures - internal gap assessment or
oranomalies? l audit against the NIST AIRMF? l
NO UNSURE Do you have agovernance NO YES Doyoutrack and report
\ structure in place to approve, onAl trustworthlne§s goalsor
monitor, and review Al ?—) metrics over time?
deployments?
Y YES )l

YES J, NO { \ l NO

Your current risk
posture may not support
scalable Al adoption

You're already well
positioned for Al risk
management.

You're likely a strong
candidate for the
NIST Al RMF

Thisis the ideal time to evaluate
your visibility and strengthen
governance.

Your organization has a solid
governance foundation and would
benefit from formalizing Al risk
practices.

A foundational framework or full gap
analysis may be needed.

Paths shown are illustrative only. Results are based on overall response patterns, not individual answers.
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